
 
Mission of the Month: Know What No One Else Knows 

 
Ages: 9-18 years 
 
Time: 45 minutes – 2 
hours to complete the 
3 activities; can be 
broken up into several 
sessions 
 

 
Secret Codes & Ciphers 
Sometimes we write things that don’t make sense to us later – we’ve 
forgotten the code.  Usually when we write ‘in code’ we want to hide 
our meaning from others! In this lesson, youth learn about some of the 
most frequently used encryption systems and strategies to decrypt. For 
those who like word puzzles, this may also help your puzzle solving 
skills!  

 
SUPPLIES NEEDED 

 Scratch paper (to write out different possible solutions)  
 Pens or pencils for each youth 
 Secret Codes  handout for each youth, Guide for facilitator (at end of this document) 
 Newsprint or board to write example ciphers or codes so all can see 

 
 
DO AHEAD 

 Read through the entire activity and perform the experiments.  
 Print and make copies of the Secret Codes handout at the end of this activity, and the 

Guide for Facilitator. 
 
ACTIVITY 1:  DECIPHERING  

 Divide the group into teams of 2-4 youth (or they can work alone, but if they work as a 
team, they will likely verbalize the strategies they use)  

 Provide each youth or team with a pen or pencil and scratch paper. 
 Explain that:  Ciphers are used to communicate secrets while keeping those who aren’t 

authorized to know the secret from understanding it.  Military strategies, trade secrets, 
surprise parties and other confidential information are all reasons to use secret ciphers.  
The study of enciphering / encoding, and deciphering / decoding is called cryptography.  

 Explain that:  To solve a cipher, you need to know the method used to encipher a 
message.  Common methods include rearranging or mixing up the order of letters in a 
word (transposition) and substituting one letter for another (substitution).  You also 
need to know the key – how the letters are mixed or substituted.  For example, one 
transposition cipher is spelling each word in the message backward   

 
the message backward eht egassem drawkcab 

 
 A substitution cipher frequently selects one letter to match with A (such as P) and then 

substitutes each letter in order (B becomes Q, C becomes R, etc.).  A more complicated 
substitution code would start with a code word that has no repeating letters (such as 
ROCK) and matches letters after that: A becomes R, B becomes O, C becomes C, D 
becomes K, E becomes A, F becomes B, G becomes D, etc.  Note that the C’s stay C only 
because of the placement of the letter C in the word Rock, and then the C (and other 
letters in rock) are skipped.  It is easier to understand if you write it out:   



 
A B C D E F G H I J K L M N … 
R O C K A B D E F G H I J L … 

 
 Distribute page 1 of the Secret Codes (Deciphering) handout and have the youth decipher 

the messages.   
 When teams are successful in deciphering the text, have the youth share what they think 

the text says, explain what the cipher is, and what strategies they used to come up with 
the answer.  

 
REFLECTION QUESTIONS 

 What is the text of the first enciphered message?  
 What method of enciphering was used for the first message?  What is the key – what does 

one need to do to decipher or translate the message? 
 How did you figure this out? What clues did you use?  What strategies?   
 (Go through these questions and process for each cipher)  
 What strategies might be used to make the ciphers more difficult to decipher? What 

strategies could provide cues to your partner to help them decipher?  
 When might you want to use a cipher?  
 How are computer and Internet accounts passwords like ciphers?  

 
ACTIVITY 2:  DECODING  

 Ciphers differ from codes. A code substitutes one word or symbol for another word.  
Give the following example of a code: During World War II, Native American radio 
communications specialists created a code using words from their languages, a code that 
was never broken or decoded by America’s enemies.  These Native American “code 
talkers” called army tanks “wakaree’e”, the Comanche word for turtle.  Transport planes 
were “atsa”, the Navajo word for eagle.  “Paaki”, the Hopi word for houses on water, was 
used for the word ship. (For more information on this example, see:   
http://www.nmai.si.edu/education/codetalkers) Other examples of codes are the Morse 
Code (which uses a combination of dots and dashes for letters) and semaphores (flags 
held in certain positions have different meanings).  In these code situations, ordinary 
spoken or written language is difficult or not possible.  

 Explain that: Another reason to use a code is to make communication shorter.  An 
abbreviation system originally used by computer geeks called ‘elite’ or ‘l33t’– which 
involved replacing letters with numbers, using acronyms and misspelling words – has 
been adopted and expanded by youth today.  When youth are texting, youth are 
(probably) ‘coding’!  

 Provide each youth or team with a pen or pencil and page 2 of the Secret Code Of 
American Teens handout.  Working as rapidly as they can, have them decode the ‘words’ 
listed, writing what they think is the English equivalent to the code.  

 Have the youth take turns interpreting a code word, giving its English equivalent. Using 
the Facilitator guide as necessary to clarify meaning.  (There are 57 terms – any perfect 
scores? Score of 50 or higher is great!) 

 
 

http://www.nmai.si.edu/education/codetalkers


REFLECTION QUESTIONS 
 Are you familiar with this code?   
 What code terms  do you use most frequently? Not use?  
 Who do you use this code with – your friends, family, parents, teachers?  
 How did you learn the code?  
 Does it ‘work’ – keep secrets from people you don’t want to understand what you are 

saying?  Make it easier or faster to communicate?   
 How did this code become part of your culture?  
 How often or much have the code words changed since you started texting?  
 How do parents or others ‘figure out’ the code?  
 What strategies might be used to make the code more difficult to decode?  

 
 
ACTIVITY 3:  ENCIPHERING and ENCODING  

 Divide the group into teams of 2-4 youth.   
 Provide team with a pen or pencil and scratch paper. 
 Charge each team with coming up with a task (e.g., sharpen 3 pencils; get the soccer ball 

from the shelf and move it to the closet; google a recipe for cookies, print it and post it on 
the wall; etc.) that another team must complete. The task should be something that can be 
completed relatively quickly, and an action that can be accomplished within the group’s 
room. 

 Each team should then select a cipher method and key, and then encipher the task, 
writing the cipher on a piece of paper.   At the end of the cipher, they should include the 
alias or team name.  On two separate pieces of paper provide clues:  The Cipher Method 
(e.g., transposition) and The Cipher Key (e.g, Pig Latin).  Write “Clue 1” and the alias or 
team name on the back of  the Cipher Method, and “Clue 2” and the alias or team name 
on the back of  the Cipher Key.  

 The teams should then each place their ciphers in a bag or box, mix them up.  Place the 
Clues 1 and 2 in separate piles on the table. Then each team should draw one message 
(not their own) and try to decipher the task.  When they decipher the task, they should 
carry it out.  If a team is unable to figure out the cipher, they can get Clue 1; if they still 
have difficulty, Clue 2.     

 
REFLECTION QUESTIONS 

 How did you go about creating the cipher?  
 Was it more difficult to create the cipher, or to solve it?  Why?  
 What makes a good cipher?   
 What strategies were helpful? 
 Was it helpful to learn the type of cipher (Clue 1)?    
 How do you see ‘Teen Code’ and Ciphers being used in your life and today’s culture? 

 
 
Mention or display of a trademark, proprietary product or firm in text or figures does not 
constitute an endorsement by CYFERnet, the U.S. Department of Agriculture, Cooperative State 
Research, Education and Extension Service, or National 4-H Headquarters and does not imply 
approval to the exclusion of other suitable products or firms. 



Mission of the Month: Know What No One Else Knows 

SECRET CODES:   Facilitator guide 

DECIPHER #1 and #2 are “transposition cipher”, where the original letters are kept but 
rearranged in some way, perhaps including additional letters.  These example use a common 
transposition cipher:  Pig Latin. Did any of the youth recognize it?   
The key – what one needs to do to decipher or translate the message – is tomove the initial 
consonant sound of the word to the end of the word (as in move the “d” of decipher to the end) 
and add an ay after that consonant sound (ecipherday).   
 
DECIPHER ACTIVITY #1:  I have a dream that one day this nation will rise up and live out the 
true meaning of its creed: - 'We hold these truths to be self-evident, that all men are created 
equal.'    (Martin Luther King) 
 
DECIPHER ACTIVITY #2:  It is nearly Halloween.  Have you decided what costume you will 
wear to the party?  I think I'll be a Ninja, but Chris has a great spider costume. 
 
DECIPHER #3 and #4 are “substitution ciphers”, where the original letters are substituted.  In # 
3, A becomes an F, B becomes G; C becomes H, and so on:   
A B C D E F G H I J K L M N … 
F G H I J K L M N O P Q R S … 
In # 4, A becomes U, etc: 
A B C D E F G H I J K L M N … 
U V W X Y Z A B C D E F G H … 
 
Strategies to help you decipher the message include paying attention to one letter words (I or A),  
common words (such as THE, AND, ARE); common endings of words (such as E, D, S), and 
common double letters (such as SS, EE, OO, MM, PP).   
 
DECIPHER ACTIVITY #3:   
Peter Piper picked a peck of pickled peppers.  
  
DECIPHER ACTIVITY #3:   
Meet me after class and we will go to the mall.  
 
Strategies that might make the cipher more difficult include:  standardizing the length of words 
(e.g., making all ‘words’ in the message 5 letters long), dropping the second letter of a double 
letter or replacing the second letter in a double with an infrequently used letter such as Z, and 
changing the cipher frequently. You can also create your own cipher method: such as creating a 
string of 5 letter words, but all letters except the second letter in each word should be ignored.  
As long as the person you communicate with knows the method and key, you can be understood 
while protecting your secret! 



Mission of the Month: Know What No One Else Knows 

SECRET CODE OF AMERICAN TEENS: Facilitator guide 

AAMOF: As a matter of fact 
AND:  Any day now 
AFAIK: As far as I know 
AFK:  Away from keyboard 
ANFAWFOS: And Now For A Word From 

 Our Sponsor 
A/S/L:   Age/Sex/Location 
AWHFY  Are we having fun yet? 
AWOL  Absent without leave 
AYOR  At your own risk 
B4  Before  
B4N   Bye for now 
BBS   Be back soon
BF/GF:  Boy Friend / Girl Friend 
BCNUL8R:  Be seeing you later 
BION   Believe it or not 
BRB:   Be right back  
BTW   By the way 
CD9:    Code 9, parents around  
CDIWY Couldn't do it without you 
CTS  Changing the subject 
DIKU   Do I know you?  
DIRTFT  Do it right the first time 
DQYDJ  Don't quit your day job 
DWISNWID  Do what I say, not what I do 
FWIW  For what it's worth  
FYA   For your amusement  
FYEO   For your eyes only  
FYE   For your entertainment 
GAC   Get a Clue 
G2G:   got to go 

GTOTB  Got to go to bed 
HF   Have fun 
HMWK  Homework 
IDK:   I don’t know 
ISWYM  I see what you mean 
JFGI:   Just freaking Google it! 
MIRL   Meet in real life  
LMFR  Lets meet for real   
LOL:   laughing out loud  
Noob:   Newbie, someone new,  
  doesn’t know what are doing 
NMU:   not much, you?  
NOM   No offense meant 
PAH:  parents are home  
PAW:   parents are watching  
PIR:   Parent in room 
POAHF  Put on a happy face 
POS:   parent over shoulder  
PRON:  porn  
S2R:   Send to receive (pictures)  
SAMAGAL  Stop annoying me and  

get a life  
SCNR   Sorry, could not resist 
TTYL:  talk to you later  
TX   Thanx 
W/E:   Whatever 
WDYWTTA  What do you want to talk  
  about 
YMMV  Your mileage may vary 
YOYO  You're on your own 

 



Mission of the Month: Know What No One Else Knows- Secret Codes 

SECRET CODES:    

DECIPHER # 1 
Iway avehay away eamdray atthay oneway ayday isthay ationnay illway iseray upway andway 
ivelay outway ethay uetray eaningmay ofway itsway eedcray: - 'Eway oldhay esethay uthstray 
otay ebay elfsay-evidentway, atthay allway enmay areway eatedcray equalway.' 
 
Message: ____________________________________________________________________ 
____________________________________________________________________ 
____________________________________________________________________ 
 
Method: _________________________ Key: _____________________________ 
 
 
DECIPHER # 2 
Itway isway earlynay Alloweenhay.  Avehay ouyay ecidedday atwhay ostumecay ouyay illway 
earway otay ethay artypay?  Iway inkthay I'llway ebay away Injanay, utbay Ischray ashay away 
eatgray iderspay ostumecay. 
 
Message: ____________________________________________________________________ 
____________________________________________________________________ 
____________________________________________________________________ 
 
Method: _________________________ Key: _____________________________ 
 
 
DECIPHER # 3 
Ujyjw Unujw unhpji f ujhp tk unhpqji ujuujwx.  
 
Message: ____________________________________________________________________ 
____________________________________________________________________ 
 
Method: _________________________ Key: _____________________________ 
 
 
DECIPHER # 4 
Gyyn gy uznyl wfumm uhx qy qcff ai ni nby guff. 
 
Message: ____________________________________________________________________ 
____________________________________________________________________ 
 
Method: _________________________ Key: _____________________________ 



Mission of the Month: Know What No One Else Knows – Secret Codes 

THE SECRET CODE OF AMERICAN TEENS: 

AAMOF:  
AND:   
AFAIK:  
AFK:   
ANFAWFOS:  
 
============================ 
 
A/S/L:    
AWHFY   
AWOL   
AYOR   
B4  
  
 ============================ 
 
B4N    
BBS    
BF/GF:   
BCNUL8R:   
BION    
 
============================ 
 
BRB:     
BTW    
CD9:      
CDIWY  
CTS   
 
============================ 
 
DIKU    
DIRTFT   
DQYDJ   
DWISNWID   
FWIW   
 
 ============================ 
 
FYA    
FYEO     
FYE    
GAC    

G2G:    
GTOTB   
HF   
HMWK  
IDK:   
 
============================ 
 
ISWYM   
JFGI:    
MIRL   
LMFR    
LOL:     
 
============================ 
 
Noob:    
NMU:     
NOM   
PAH:    
PAW: 
 
============================ 
 
PIR:    
POAHF   
POS: 
 PRON:    
S2R:   
 
============================ 
    
SAMAGAL    
SCNR    
TTYL:  
TX    
W/E: 
 
============================ 
   
WDYWTTA   
YMMV   
YOY


